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! Library of Congress Law- Global legal Monitor. (2020). Israel: Emergency Regulations Authorize Digital
Surveillance of Coronavirus Patients and Persons Subjected to Home Isolation. Retrieved from:
https://www.loc.gov/law/foreign-news/article/israel-emergency-regulations-authorize-digital-surveillance-of-
coronavirus-patients-and-persons-subjected-to-home-isolation/
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2 The Israel Democracy Institute. (2019).Regulation of Online Surveillance on Israeli Law and Comparative Law.
Retrieved from: https://en.idi.org.il/media/13042/regulation-of-online-surveillance-final.pdf
3 .

Ibid
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4 Stevens, Andrew. (2011). Surveillance policies, practices and technologies in Israel and the occupied Palestinian
territories: Assessing the security state. The New Transparency Project, Working Paper IV, IRSP IV. Retrieved from:
https://www.sscqueens.org/sites/sscqueens.org/files/2011-11-Stevens-WPIV.pdf.

>Halabi, Usama. (2011). “Legal analysis and critique of some surveillance methods used by Israel.”, in E. Zureik, D.
Lyon and Y. Abu-Laban (eds). Surveillance and Control in Israel/Palestine: Routledge. Pp. (199-218).

& Stevans, Andrew. Ibid. P.2

7 United Nations: Human Rights Office of the High Commissioner. (2019). The 2019 report on the surveillance

industry. Retrieved from: https://www.ohchr.org/EN/Issues/FreedomOpinion/Pages/SR2019ReporttoHRC.aspx

8 Reporters without borders. Toxic environment. (2020). Retrieved from: https://rsf.org/en/israel?nl=ok
9 Shahar, lan. (2007, 7 December). Big Brother Law’ Allows biggest database in West’. HAARETZ. Retrieved in: ( 2
July 2020), from: https://www.haaretz.com/1.4967126
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10 Bjometrics, as commentators note, establishes a closer link between the biological and political, forging what is
known as the biopolitical.

Israel Democracy Institute. (2010). The State of Israel and the Biometric Database Law: Political Centrism and the
Post-Democratic State. Retrieved from: https://en.idi.org.il/articles/6823

11 privacy International. (2013, July 22). Israel Launches Controversial Biometric Database. Privacy International,
Retrieved from: https://privacyinternational.org/news-analysis/1181/israel-launches-controversial-biometric-
database ; Jonathan J. Klinger. (2011,June 4). Israel to Start Collecting Fingerprints from All Citizens. +972
Magazine. Retrieved in: (2020, July 5), from: https://www.972mag.com/israel-to-start-collecting-fingerprints-from-
all-citizens/

12 Gordon, Neve. (2009, April). The Political Economy of Israel’s Homeland Security. The New Transparency Project,
Working Paper lll. Retrieved

from: https://www.sscqueens.org/sites/sscqueens.org/files/The%20Political%20Economy%200f%20Israel%E2%8
0%99s%20Homeland%20Security.pdf

13 Shezaf, Hagar; Jacobson, Jonathan. (2018, October 20). Revealed: Israel's Cyber-spy Industry Helps World
Dictators Hunt Dissidents and Gays. HAARETZ. Retrieved in (2020, August 14), from:
https://www.haaretz.com/israel-news/.premium.MAGAZINE-israel-s-cyber-spy-industry-aids-dictators-hunt-
dissidents-and-gays-1.6573027

14 prime Minister’s Office. (2014, June). Resolution 1775: The Plan to Increase Personal Security and Socio-
Economic Development in Jerusalem for the Benefit of All its Residents. Retrieved from:
https://www.gov.il/he/departments/prime ministers office
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15 WhoProfits. (2018, November).“Big Brother” in Jerusalem’s Old City: Israel’s Militarized Visual Surveillance
System in Occupied East Jerusalem. Retrieved from: https://whoprofits.org/wp-content/uploads/2018/11/surveil-
final.pdf

16 Bergman, Ronen; Shbertztuch, Ido. (2020, March 27).The “tool” has been revealed: the secret GSS database that
collects your SMS,calla and locations.Ynet. Retrieved in (2020, June 29), from:
https://www.ynet.co.il/articles/0,7340,L.-5701412,00.html

17 zureik, Elia. (2016). Strategies of surveillance: the Israeli gaze. Jerusalem Quarterly, 66, Pp.12-38.
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18 7amleh- Arab center for Social Media Advancement.(2020, July). Online Smear Campaigns and Deplatforming:
The Silencing and Delegitimization of Palestinian Human Rights Defenders, Activists and Organizations. Retrieved
from:https://7amleh.org/2020/07/02/online-smear-campaigns-and-deplatforming-the-silencing-and-

delegitimization-of-palestinian-human-rights-defenders-activists-and-organizations

19 Freedman, Seth. (2008, June 22). Culture of Fear. The Guardian. Retrieved in ( 2020, June 29),
from:https://www.theguardian.com/commentisfree/2008/jun/22/israelandthepalestinians.fear
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20 Hoffman, Adam. (2020, April). The Securitization of the Coronavirus Crisis in the Middle East. POMEPS Studies
(39). Pp: 10-14

https://pomeps.org/wp-content/uploads/2020/04/POMEPS Studies 39 Web.pdf

21 Eiran, Ehud. (2020, April). Israel: Politics and Identity in Coronavirus times. POMEPS Studies (39). Pp: 44-47
https://pomeps.org/wp-content/uploads/2020/04/POMEPS Studies 39 Web.pdf

22 Sindel, Yonatan. ( 2020, March 14). Israel: Unveiling broad coronavirus measures, Netanyahu says all leisure
activities to be halted.i24NEWS. Retrieved in (2020, June 21),
from:https://www.i24news.tv/en/news/israel/1584216067-coronavirus-all-leisure-activities-to-be-halted-in-israel-

netanyahu-says-unveiling-broad-measures

23 Bob, Yonah; Hoffman,Gil. (2020, March 17). Shin Bet confirms it is currently using surveillance tools. THE
JERUSALEM POST.Retrieved in (2020, June 24), from:
https://www.jpost.com/breaking-news/use-of-digital-means-to-track-coronavirus-patients-approved-621237

24 7eitun, Yoav. (2020, April 1). Corona's Shadow War in Corona: Collection, Investigator and Decoder. Ynet.
Retrieved in (2020, June 24), from:https://www.ynet.co.il/articles/0,7340,L-5704617,00.html

25 Caspit, Ben. (2020, April 1). Mossad, Netanyahu'’s secret weapon against the coronavirus. AL-Monitor.
Retrieved in (2020, June 24), from: https://www.al-monitor.com/pulse/originals/2020/03/israel-
benjamin-netanyahu-mossad-coronavirus-test-kits.html
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26 The General Security Service (GSS) Law 5762-2002
https://knesset.gov.il/review/data/eng/law/kns15 GSS eng.pdf

27 HCJ 2109/20, Adv. Shahar Ben Meir v. Knesset (joined with HCJ 2135/20, ACRI v. Prime Minister, HCJ 2141/20,
Adalah and the Joint List v. The Prime Minister, et. al and HCJ 2187/20,The Journalists’ Union in Israel v. Prime
Minister) (decision delivered 26 April 2020) available in Hebrew at:

https://www.adalah.org/uploads/uploads/SCT decision Shabak 26042020.pdf

28 On 30 April 2020 the Knesset Foreign Affairs and Defense Committee's Subcommittee for Intelligence and Secret
Services voted to approve a governmental decision authorizing the Shin Bet to continue the program for another
week. Adalah- the Legal center for Arab Minority Rights in Israel sent a letter to the Knesset Committee Chairman,
the AG and others on the same day protesting that the government’s extension of the program and the sub
committee's approval of it directly contradicts the 26 April Supreme Court ruling.

Adalah- the Legal center for Arab Minority Rights in Israel. (2020, May 4).Adalah’s Case List: Coronavirus and
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Ibid

30 Ministry of Health. (2020). HaMagen 2: the National app for fighting the spread of coronavirus.Retrieved from:
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31 Amit, M., Kimhi, H., Bader, T. et al. (2020,May 26).Mass-surveillance technologies to fight coronavirus spread:
the case of Israel. Nature medicine. Retrieved in (2020, June 25), from:https://www.nature.com/articles/s41591-
020-0927-z
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Ibid

33 7amleh- the Arab center for the Advancement of Social Media. (2020, May 21).Facial Recognition Technology

and Palestinian Digital Rights. Retrieved from:

https://7amleh.org/2020/05/21/facial-recognition-technology-and-palestinian-digital-rights
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34 Dolev, Daniel. (2020, May 6).Walla! NEWS: Police hold a confidential database on civilian movements. Walla.
Retrieved in (2020, July 25), from: https://news.walla.co.il/item/3355178

35 Middle East Eye. (2020). ‘The Coordinator’: Israel instructs Palestinians to download app that tracks their
phones. Retrieved from:
https://www.middleeasteye.net/news/coordinator-israel-instructs-palestinians-download-app-tracks-their-phones
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36 Amnesty International. (2019, October).Morocco: Human Rights Defenders Targeted with NSO Group’s Spyware.
Retrieved from: https://www.amnesty.org/en/latest/research/2019/10/Morocco-Human-Rights-Defenders-
Targeted-with-NSO-Groups-Spyware/

37 Amnesty International. (2020, June 22). Moroccan Journalist Targeted with Injection Attacks Using NSO Group’s
Tools. Retrieved from: https://www.amnesty.org/en/latest/research/2020/06/moroccan-journalist-targeted-with-
network-injection-attacks-using-nso-groups-tools/
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